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Read This First 
 

Anyone that is logging into the VPN for the first time, will need to run the following tools first to ensure 
compatibility with the VPN and RSA system. 

https://support.arise.com/arisefiles/VPN_Setup/TLS1.2.exe 

https://support.arise.com/arisefiles/Browsers/DHE_512_enable.exe 
 

CSPs using Windows should use a 32 bit version of Internet Explorer. 
-How find 32 bit version 
-C:\Program Files (x86)\Internet Explorer\iexplore.exe or the tool below will create a shortcut 
on the desktop for 32-bit Internet Explorer 
https://support.arise.com/arisefiles/VPN_Setup/InternetExplorer32.exe 
 

 
MAC Users using Firefox will use set-up instructions on Page 11. 
 
CSPs using the ASD will use Firefox.  No configuration necessary. 
 
 
If prompted, please use the following tool which will install the latest version of Java on your machine: 

https://support.arise.com/arisefiles/Java/Java_Latest_Version.exe 

 
 

 

  

https://support.arise.com/arisefiles/VPN_Setup/TLS1.2.exe
https://support.arise.com/arisefiles/Browsers/DHE_512_enable.exe
https://support.arise.com/arisefiles/VPN_Setup/InternetExplorer32.exe
https://support.arise.com/arisefiles/Java/Java_Latest_Version.exe
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First Time Setup 
 

Click Proceed

 

 

On the subsequent page you may receive a ribbon notification stating: “This website wants to run the 

following add-on...”  

 

 

Click on the “click here” section of the ribbon then click “Run Add-on” 
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The following page will display, prompting you to install set up client.

 

 

Please click run  

 

Click Run once again.
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Click on close and then click the “here” link

 

 

On the “JuniperSetupClientATL” ActiveX Control prompt click run 
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Click “Always” 
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You will be prompted with a download notification if this is your first-time logging into the VPN.   

 

 

 

Log in with your Arise Portal Username and Password 
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If this is your first time accessing the VPN you will be prompted to Select and answer 3 challenge 

questions.
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Complete the Challenge questions and click “Finished” on the subsequent page 
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Also select the “Yes” radio button if you plan to use that specific computer in the future to access any 

VPN. 
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The VPN Bookmarks page will load if login is successful.

 

 

To Sign out please make sure to click “Sign Out”.  Do Not Close the browser until you have clicked “Sign 

Out” 

 

 

Firefox: Setup (MAC Users Only) 
 

This tool will install Firefox if needed, configure the DHE settings, and make Java exceptions 

https://support.arise.com/arisefiles/Browsers/Configure_Firefox.exe 

  

https://support.arise.com/arisefiles/Browsers/Configure_Firefox.exe
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Troubleshooting Appendix 
These are in order of when the CSP may encounter the issue 

Host Checker Issues 

Antivirus Issues 

 Ensure Antivirus definitions are up to date 

o If the CSP fails due to Antivirus  

 Remove the current Antivirus and install Windows Defender 

 Windows Defender can be installed from the link below 

https://www.microsoft.com/en-us/windows/windows-defender 

Time and Date 

 Ensure time and date on PC are correct 

o Steps to check and correct 

o Open the Run box by pressing and holding down the Windows Key and then press the 

letter R. Once the Run box opens, release the Windows Key. 

o In the box, type timedate.cpl 

 
o Click on the Internet tab from top. 

o Click on the Change settings button. 

 
o Click Yes if prompted by UAC. 

o Check the box next to Synchronize with an Internet time server. 

https://www.microsoft.com/en-us/windows/windows-defender
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o Select the server from the drop down list and click Update now button. 

o Click Ok to finish. 

 
 

*Most other issues will require the CSP to enter Live Support 

 

 

  



Revised 2.16.2017 
 

Host Checker Errors 
 Screensaver not set 

o Run AIEC2 to change the screen saver options automatically. 

https://support.arise.com/arisefiles/AIEC2.exe 

 

 Antivirus is not passing 

o Ensure CSP is using an approved Antivirus software 

 Many versions of Norton, McAfee, Kaspersky, and others may not pass host 

checker. 

o If needed remove unapproved software and install MSE 

https://www.microsoft.com/en-us/download/details.aspx?id=5201 

o Ensure definitions are up to date 

 Open Microsoft Security Essentials 

 Click on the Update Tab 

 Click on Update definitions 

 

 

  

https://support.arise.com/arisefiles/AIEC2.exe
https://www.microsoft.com/en-us/download/details.aspx?id=5201
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Page Cannot Be Displayed When Trying To Access The VPN 
 

 

 *Ensure the CSP is using the correct URL first 

Fix: Run the tool to enable TLS 1.2 automatically 

https://support.arise.com/arisefiles/VPN_Setup/TLS1.2.exe 

 

If the automated tool does not fix this issue, use the steps below before sending the CSP to Live Support. 

Manual Steps to configure TLS settings: 
Steps to updating the browser security setting to support TLS1.2 for Internet Explorer  

1) Open Internet Explorer 
2) Select "Tools" > "Internet Options". NOTE: Depending on your IE settings, the "Tools" menu may 

be a gear icon in the upper right hand corner.  
3) Go to the "Advanced" tab.  
4) Scroll down to the "Security" section.  
5) Locate and check "Use TLS 1.2". If your browser has additional TLS options, such as TLS 1.0 and 

TLS 1.1, these should also be selected.  
6) Then, press the "OK" button. 

 

*TLS 1.2 is an updated version of encryption for web traffic. Older versions of Internet Explorer (8 and 9) 

do not have this enabled by default. This may also be disabled in newer versions of Internet Explorer (10 

and 11) 

 

  

https://support.arise.com/arisefiles/VPN_Setup/TLS1.2.exe
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Primary Password Error 
 

CSP enters their username and password and then receives “Invalid username or password” message. 

 

 

 Ensure the CSP is using their Arise Portal username and password. 

 CSP will need to reset their Arise Portal password 
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Error: You are not allowed to sign in. Please contact your administrator. 
 

 

 

First, ensure CSP is using the correct VPN URL.  If a CSP saves the VPN URL after logging in, they may get 

this error.  CSPs are encourage to type in their Client-specific VPN URL. 

If multiple CSPs are reporting this message, the instructor should contact their Certification Operations 

Specialist as there may be an issue with provisioning. The COS will contact Technical Support if further 

troubleshooting is needed. 

 

 

 

Secondary Password Error 

 

 

CSP will need to contact Live Support for further troubleshooting 

*CSP could be outside the US 

*This occurs after logging into the VPN. RSA checks to ensure the CSPs computer has been registered. If 

the computer has not been registered, the CSP will be prompted to answer a security challenge 

question. This was setup during the initial login process. 
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RSA Related Issues 

 
After entering credentials, the next step is to validate information in RSA Adapative Authentication. 

The first problem that a CSP may see is below. 

"We are experiencing processing problems. Please try again later. Due to communication 

problems we are unable to validate the information you provided. Please try again later." 
 

 

 Run this tool from Arise to reset Internet Explorer: 
https://support.arise.com/arisefiles/Browsers/Reset_IE.exe 

 Run this tool from Arise to configure IE to Arise requirements (trusted sites, enable Java, 
etc) https://support.arise.com/arisefiles/AIEC2.exe 

 Try to login to the VPN again using the full VPN address 
 

 

Error Page Cannot Be Displayed w/URL: authenticate.arise.com 
 

After a CSP logs into the VPN, RSA has to authenticate the CSP. There were updates to Internet Explorer 

that prevent the secure communication to the RSA server. The tool below needs to be ran to correct the 

setting to ensure communication is allowed to the RSA server. 

 

Run this tool to correct an issue with the DHE settings in Internet Explorer 

https://support.arise.com/arisefiles/Browsers/DHE_512_enable.exe 

 

  

https://support.arise.com/arisefiles/Browsers/Reset_IE.exe
https://support.arise.com/arisefiles/AIEC2.exe
https://support.arise.com/arisefiles/Browsers/DHE_512_enable.exe
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Juniper Software Error 
 

CSP will need to contact Live Support for further troubleshooting 

 

 

 


